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Abstract take some time for users to install the latest update file. As
shown in the outbreak of Code-red [2, 10] and Nimda [3],
We present a mathematical analysis of a new approadtuses with strong infection power will dominate the net-
to fight against computer viruses through the use of thework within 24 hours. Actually, on July 19, 2001, within
predators. Predators are good will mobile codes whict4 hours of the debut of its first copy, Code-red virus in-
like viruses, travel over computer networks, and replicatected more than 35000 machines, at a rate of @0
and multipy themselves. The only difference is that predarachines per minute at its peak [11].
tors are specifically designed to eliminate the viruses. WeSince many of the anti-virus applications are of server-
model the interaction between predators and viruses tlient type, the server providing the latest updates can be-
the Lotka-Volterra equations, which are widely used ioome a bottleneck if many users try to get the latest files
mathematical biology. Using this model, we derive aimultaneously, which may happen especially when there
method to constrain the number of predators to be as fesvan intensive epidemic of a new and unknown virus on
as possible, while maintaining their power to eliminatde network. Moreover, the server itself can be the target
viruses. of a Denial of Service (DoS) attack. In any event, it is
doubtful that all users install anti-virus software, and this
problem will be further compounded when all machines
1 Introduction in the home have constant access to the Internet. To avoid
having install anti-virus applications on all machines, we
Malicious mobile codes, known as computer viruses 8ty install an anti-virus application on only network el-
worms, have become a Siginiﬁcant social prob|em r@ments such as gateways or mailservers. This will avoid
cently. [15, 4]. the installation problem, but once a virus penetrates into
To protect against computer viruses, there are malfig local network, the advantage will disappear.
commercial anti-virus applications that we can install on Recently, some researchers have suggested the possi-
our machines. When the anti-virus application detectPdity of sending a vaccine to each machines via the same
virus on the machine, it eliminates the virus. Howevep€netration method of a particular virus [8, 4]. We will ex-
we need the latest update file, which lists all known virjgnd their idea to the concept of predators, which remove
patterns, to protect against the new viruses [1, 14]. Unfofruses and replicate themselves. Since it is important to
tunately, not all machines are equipped with the anti-virg@ntrol the number of predators on the network without

application and the latest update file. Furthermore, it m&§ducing their ability to eliminate viruses, we construct a
mathematical model of the interaction between predators
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jects in the natural world. Even the spread of Code-red the same way as the virus. After successfully pene-
virus is discussed using mathematical models in [12, 13]. trating the machine, the predator eliminates (or eats!)
In this paper, following the discussion in [5], we formulate  the virus. The predator may even take an appropriate
a mathematical model based on the Lotka-\olterra equa- security measure, such as installing a patch for the
tions. The Lotka-Volterra equations are known to be a  security hole used by the virusor even the halls that
simple yet quite strong tool for analyzing the charcter- may potentially be used by viruses in the future.

istics of predator-prey relationships in the natural world.
Motivated by an analysis of the orbit of the dynamical sys-
tem of the Lotka-Volterra equations, we propose amethod () The predator who ate the virus then enters a

3. Multiplication.

to s_elect important parameters of preda_tors, such as the multiplication phase. During this period, a

optimal rates of multiplication and predation. predator replicates itself a number of times de-
termined by the random numbBf and sends
the copies to other randomly selected machines

2 Vector Method via the same method as the viruses.

A good will mobile code may deliver a vaccine to ma-  (b) When the multiplication phase is completed,

chines through the same mechanism as viruses. This the predator resumes searching for food.

method is known as the vector method [8, 4]. The vaccine

for a virus can spread throughout the network, by pene-Usm.g these features, pre(_jators can be constrained
trating machines both infected or not yet infected. How? replicate themselves only in the environment where
ever, if the good will mobile code has the strong infeclUses can breed, but to cease multlplylng whe.n 'Fhere
tiousness, the network will be flooded with such vaccined © No Viruses Pr.eser.]t' Thus, we will be able to eliminate
which eventually consume precious network resourcé’éﬁtiiir\;vzg? minimizing the effect of the predators on the

This degradation of the network is not tolerable, espg
cially when the network has no infected machines. Alsgemark 1. The idea of predator is not quite new. Some
even though this mobile code is not intended to do amgsearchers coded a predator for Code-Red, and security
harm, professional s debated the pragmatic and ethical issuesin-

it may still cause damage to some machines. Thus, fgved in releasing a predators. See the referencesin [9].
spread of good will mobile codes should be carefully comn this paper, we show how we can build predators effec-

trolled. tively in the following. Ethical and leagal issues would
be addressed also, but we will not approach them in this
er.
3 Predator Method bap

We introduce predators to overcome the disadvantagespf M athematical Modea for Com-
vectors described in the previous section. A predator is .
puter Virus

also a good will mobile code, which has the ability to
search for and eliminate viruses, as well as replicate

self, as follows: ‘Fhe main difference between our predators and the ones

found in the natural world is that ours can be controlled

1. Searching Viruses. By looking for the traces of thBY SPecifying the multiplication rate. In the following,
virus or the particular packets emitted when the virttée will investigate the mathematical biological model of

tries to mulitply, a predator searches places wherd/HUS multiplication to find the optimal parameters for
virus is likely to hide. predators to eliminate viruses with maximum efficiency.

First, we will show how existing biological models (see,
2. Eliminating viruses. When the predator finds a virus.g., [5, 16, 7]) are used to describe the multiplication pro-
on a machine, the predator will enter the machine ess of malicious computer viruses.



4.1 Multiplication Process of Computer
Viruses

First, we consider the case when there are only viruseson
the network. Lek(t) be the number of machines infected
by a virus at time. Then,x(t) will satisfy the following

500000

logistic differential equation: o
dx _ rx(1 X) i /
dt K oo /

X(0) = %o, (1) o

wherexg is the initial number of machines infectedis R
the (intrinsic) natural multiplication rate, arl is envi-

ronmental capacity. The factofl —x/K) represents the

infection rate, that is, the number of secondary infections

per virus per unit time. The number of infected machines

X(t) increases whe(t) is smaller than the environmen-rigyre 1: Number of Code-red detection per unit hour as a
tal capacityK, but the rate of the infection decreases ggnction of time, as compared to the logarithmic function

x(t) approachek. It is wellknown that the solution to the yith parameter = 510,000 andr = 1.8/hour. Graph
logistic equation (1) is the logistic curve, from Staniford [13].

0 — K
X(t) = 1+ (K/xg—1)exp(—rt)’

)

the number of predators at tinte We assume the vec-
tor (x(t),y(t)) satisfies the following system of differen-
Indeed, it has been reported that the actual multiplicatigial equations:

process of Code Red virus satisfied a logistic curve [12,

13] (see Figure 1). d_X — rx—axy
Also, whenx(t) is sufficiently small, equation (1) can dt
be approximated by an exponential growth model, %’ — bxy
ax_ (x(0),¥(0)) = (Xo,¥o), @)
dt
X(0) = X, (3) Wherer is the viral multiplication rate. The virus not only

multiplicates, but also is eliminated by predators. The rate

wherer represents the viral infection rate. The solution ¢if €limination is proportional to the population of both
(3) isx(t) = x,€", that is, initially, there is an exponentialViruses and predators, and is givenaxyy, wherea is the
outbreak of the virus. predatory rate. On the other hand, the multiplication of
predators will be affected by the virus and predator pop-
ulation, and is given byxy, whereb is the predator mul-
4.2 Interaction between Virusesand Preda- tiplication rate. Also, we séfx,,Y,) to be the initial state

tors of the system.

The interaction of viruses and predators can be modelgémark 2. According to the discussion in Section 3, the
by the Lotka-Volterra system, which is widely used imnultiplication rate b is given by

mathematical biology (see [5], p.35). Ldt) be the num-

ber of machines infected by a virus at timandy(t) be b= aE[B], )



where B is a random variable that represents the number z
of multiplications permitted for the predator who elimi- 0.4
natesavirus. '

In case of the Lotka-Volterra equations (4), we cannot 0.2
obtain their explicit solution. However, we can use a con-
served quantity to analyze the orbits of the systeryin

plane. - -4 -3 -2 -1 iV

Lemma 1 (Conservation). Let V(x,y) = bx—rlogy+

ay. Then there exists a constant independent of x and y -0,/2
satisfying
V(xy) =C. (6)
Proof. DifferentiatingV (x,y) with respect td and apply- Figure 2: Curvez = we".
ing (4), we have
d _pndx rdy dy Through the use of the product logarithm functions, the
V(x,y)=b . ; .
dt d ydt dt virus-predator orbit can be estimated.
=b(rx— +bxy(a—r
_ 0( ) + byl Y Theorem 1 (Orbit of the Predator Model). Lety; bethe
- earliest time by which all viruses have been eliminated.
7 Thenwe have
Before discussing in detail the orbits iy plane, we yr = —Eplog_l (—%e*ayo/’*bxo/r) . (8)
need to recall the definition of the product logarithm func- a r
tions. Consider the following implicit equation far, Also, in the xy-plane, the orbit of the system (4) is

z=we" @)

1
) =\ r I - - ) ) 9
(see Figure 2). Fore 1< z< 0, (7) has two real so- ()-9) <b {r 090/ Yo) —aly yo)} T y) ©

lutionsw_,,w,, with w_,; < wj, called the product loga-

rithm functions and denoted by fory € [yo, yrl.
w_, = plog_,(2) Proof. Firgt we prove (9). From Lemma 1, there exits a
constant independent ox andy such that
w, = plog,(2).

Note that if we extend the product logarithm functions to V(xy) = bx—rlogy+ay =C.

imaginary numbers, they correspond to branches of t
standard logarithm function: the valug, is the primary
branch andv_, is the (-1)-st branch. Also, it is not dif-
ficult to derive the following properties for the product
logarithm functions.

E(\e/aluating this function for the initial conditio(x,Y,)
givesC = —rlogy, + ay, + bx,, and thus

bx—rlogy+ay = —rlogy, +ay,+bx,.  (10)

Lemma 2 (Product L ogarithm Functions). For —e~1 < Solving (10) with respect tx, we obtain the function
z2< 0, (1) the product logarithm functions are real, (2) X(y) given in (9). Next we prove (8) by showing that
plog ;(2) < —1< plog,(2), and (3) plog ;(z) isdecreas- Yy _is well defined,y; >y, andx(yr) = 0. Setz=
ing with respect to z — g ao/r-b%/r, By Lemma 2,y is real if —e 1 <



z< 0. In general, since™! > se~S for s > 0, substituting 1000"

s=ay,/r yields
_e_l < _%e_ayo/r 800
-
600
< — Hogay/rb/r
r 400
=z<0. (11)
. . . 200
Thus, y; is real and well defined. Now we will show

Y1 > Y, Since the product logarithm function is decreas-
ing (Lemma 2), we have

250 500 750 1000 1250 1500 Y

r a
— __plo e efayo/rfbxo/r
yT ap 9. fyo ) Figure 3: An orbit in virus-predator spacgXx,,y,) =
r a
> ——plog l(__yoe—ayo/r)_ (100,1),r =2,a=1/100,b=1/100.
—a T

By the definition of the product logarithm functions, if )
—ay,/r > -1, 4.3 Examplesof the Orbit

—Eplogfl(—gyoe*ayo/’) > —Eplogo(—gyoe*ayo/f) Figure 3 illustrates an example of changing virus and
. r a r predator populations. We assume that the predatory

=Yo- rate and multiplication rate of predator are significantly

On the other hand, i-ay,/r < —1, smaller than the viral multiplication rate, since as com-

r a pared to the multiplication of viruses, it is not so easy for
—aplogfl(—Fyoe*ayo/’) =Yo- predators to find viruses on the network.

Initially there are not that many predators on the net-
work, so the virus population increases along with the
number of predators, as pointed out in Remark 3. How-
ever, once the predator population exceggsx, the

_ EyT =plog_,(— e_lyoefayo/rfbxo/r)_ viruses are captured by the predators at a faster rate than
r r the viruses can multiply, and thus the virus population be-
By the definition of the product logarithm functions, wegins to decrease until finally it has been extinguished at

In either case, we hawg; > y,. Finally, we will show
X(y7) = 0, that is aty; all viruses have been eliminated
From (8),

have time y;. Also, the difference between Figures 1 and 3
y o Wo/rbxo/T y o /T reveals the impact of predators.

0 T ' The Lotka-Volterra equations for viruses and preda-

Taking logarithm of both sides yields tors involves several parameters: (1) the initial condition

(X9:Yp), (2) the virus multiplication rate, (3) the preda-

logy, — ay,/r —bx,/r =1lo —ay;/r
9¥0 ~ &o/T = b/ 9y —ayr /T, tory ratea, and (4) the predator multiplication rale In

and thus, the following subsections, we will see how varying these
1 parameters affects the orbits of the Lotka-\olterra equa-
X(yr) = (rlog(yr /o) —alyr —¥o)) +% =0. tions.
O

Remark 3. Let yma = /. If yo < Yimax, the population 4.3.1 Initial Condition and VirusMultiplication Rate

of the virus x(y) increases for y € [y, Ymex], reaches its  Figyre 4 demonstrates the impact on the orbit when we

maximum at Ymax, and then decreases for y > ymax. It yary the initial virus population, and also when we vary
Yo = Ymax, X(Y) is monotone decreasing. the virus multiplication rate. The shape of orbit is quite
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Figure 4: Orbits for various initial virus populations

(upper figure) and virus multiplication rates (lower figFigure 5: Orbits for various predatory rates (upper fig-
ure), with other parameters fixed §§ = 1,r = 2,a= ure) and predator multiplication rates (lower figures) with
1/100,b=1/100. other parameters fixed &%,,y,) = (100,1),r = 2.

o ) ) _ .. When the predator multiplication rate is large, the virus
similar to Figure 3. However, we can see that if the initigly, increase only during the initial stage. However, a seri-

virus population is large, more predators are required §9,s outhreak of predators will result if their multiplication
extinguish the viruses. Hence, it is important to act @ge js too large. Thus, we need to control the predator

soon as possible after a virus is detected. . multiplication rate carefully. In the following section, we
Moreover, when the virus multiplication rate is largeyiscuss this matter in more detail.

the virus population increases more rapidly than it does
for the case of a large initial virus population. Thus, those

viruses with strong multiplication ability will be still more . .
terrible. 9 AP Y 5 Designing Predators

Unlike in the natural world, we can design predators that
are perfect for fighting computer viruses. When designing
the predator, particular care must be taken in choosing the
Figure 5 shows the effect of varying the predatory rafgredatory rate and the multiplication rate. For exam-
and the predator multiplication rate. A large predatople, if b is very large, viruses can be eliminated rapidly,
rate can restrain virus population growth, as well as predait at the same time there will be an outbreak of preda-
tor population growth; thus, predators should be manufaors, degrading the network. On the other hand, a smaller
tured so as to have the largest possible predatory rate. b will allow viruses to dominate the network.

432 Predatory Rate and Predator Multiplication
Rate



5.1 Predatory Rate

. 00 —y_T
By Theorem 1, the number of viruses can be expressed ELy
1 3000
X(y) == {rlo —aly— + X5
() = 5 {rlog(y/y¥o) —aly—Yo) } +% 2000
Sincey >y, X(y) is decreasing with respect &dor all y. 1000 7
Thus, as seen in Section 4.3.2, the predatory rate should | ____ -7
be as large as possible. 0.002 0. 004 0.006 0. 008 0. 01"

5.2 Multiplication Rate of Predator

Assume the predatory rass fixed to be as large as posfigure 6: yr(b) andg(b) have a unique intersection on
sible. We seek to determine an optimal predator multipi®&)- (oY) = (100 1),r = 2,a=1/100.
cation rateb. If we suppose that the side effect of preda-

tors on the network is the same as that of viruses, then @i cef is continuous, the supremum of (13) is attained in
objective will be to minimize the maximum of the comTyo’yT]_ Now, we will investigate this maximum in con-
bined total population of viruses and predators. Defingjeraple detail. From Theorem 1

the L*[0,) norm for the total population of viruses and 1
predators by f(y) = ¢ {rlog(y/yo) —aly=yo)} +%+y.  (14)

X+ Yl = sup (X(t) +¥(t)), (12) Itis easy to see that'(y) = 0 aty =r/(a—b), and that
tel0e) f is concave. Thus, we need to determine wheyheor

and letb* be the optimal multiplication rate that mini-Y ="/(@—b)islarger.
mizes||x+y|l.. We will seperately derive the optimal Consideryr as a function ob, denoted by (b), and
solution for different values of the initial predator populal€t 9(P) = r/(a—b). We will compare the two functions
tiony,. yr (b) andg(b) (see Figure 6).

Lemma 3. The two functions y;(b) and g(b) have a
521 Largey, unique intersection on [0, a), that is, there exists a unique

) ) ) ) by €[0,a) suchthat
First, assumey, > r/a. Sincex(t) is decreasing with
respect tat for any b, the optimal multiplication rate is yr(by) = g(by). (15)
b* = 0. In other words, it is not necessary for the predat : L .
to have the ability to multiply. Broof. Differentiatingy (b) twice, we have

~xplogy (- Loe0/r-bol)

Theorem 2 (Optimal multiplicationratel). Ify, >r/a, i (b) = ———— <0.
then b* = 0, that is, no multiplicative ability for predators ar{1+plog_; (—e /Do)
isrequired.

Thusy (b) is concave. Also, sincg;(0) > r/a= g(0)
andg(b) — « asb — a, y;(b) andg(b) have a unique
522 Smally, intersection ono, a). O

Assumey, <r/a. If we let f(y) = x(y) +V, thenf(y;) =

y; and Lemmad. Ify, <r/a,

_ f(r/(@a=b)) be0b]
+Yllo = sup f(y). 13 0 = 16
Iyl = sup f(y) (13) b+l {y.r be ). OO



Proof. Note that f(y) is concave. Ifb < b,, g(b) =
r/(a—b) <yr(b). By assumptiony, <r/a<r/(a—b),
Hencer/(a—b) € [y,,y7(b)], and the maximum of (y)
is f(r/(a—b)). Ifb>b,,r/(a—b) >y;(b). Thus,f(y)is
increasing iny,, yr], andits maximumig (y;) =y;. O

Theorem 3 (Optimal Multiplication Rate 2). If we can
pump predators into the network only as much as y, <
r /a, then the optimal predator multiplication rate b*, that
minimizes ||x + Y||« is obtained by

. _ all+plog ; (—Toe /)]
b* = T
plog_; (—=2e /")
Proof. Sinceyy (b) is increasingy(b) >y (b;) forb >
b,. Furthermore from (15){(r/(a—b,)) = f(y; (b)) =
yr(b;), and thus, fob > b, f(r/(a—b;)) <y;(b). By
Lemma 4, we know thab* should be at mosb,. Now
we findb € [0,b,] that minimizesf (r /(a—b)). If h(b) =
f(r/(a—Db)), then we have
a(r — (a—b)yp) —r(a—bjlog(r/((a—b)yo))
b2(a—b)

17)

N (b) =

(18)

Thus, solvingh'(b) = 0 yields
a
ﬂr —ay, = rlog(r/(a—b)) —rlog(yy)-
Rearrange this equation to obtain

_Wogay/r - 2 a/(ab)
a—b
Now recalling (11) and using the definition of plog we

have

2 = Ploos (50 ™).

Thus,b* defined by (17) satisfids'(b) = 0. Also, by us-
ing similar arguments, it can be shown thétb) < O for
b> b* andh’(b) > 0 forb < b*, henceb* minimizesh(b).
Finally, it remains to check th&t" <b,. From Lemma 3,
we have

— _ _% —ayo/r—b%/1

> s (- e )
a

= > 0.
a—b* —

Thus,b; > b*. O
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Figure 7: Orbits for optimal predator multiplication rate
b* = 0.0086 compared with those fbr= 5b*,b*/5 with
(X9,¥o) = (100,1),r = 2,a=1/100. The upper figure is
the graph off (y) = x(y) + y and the lower is they orbit.

Remark 4. Generally, the number of machines infected
by a virus is unknown. However, since b* in (17) is
independent of the initial virus population, we can de-
sign predators by analyzing the behavior of an individual
virus.

Now, we will investigate the optimal predator multipli-
cation rate given in Theorem 3. In Figure 7, we compare
the orbit for the optimab* with other orbits for nonopti-
mal b. We note a viral outbreak for the smaller predator
multiplication rate, whereas for the predator multiplica-
tion rate that is larger thapi", the population of the preda-
tor continues to grow even while the virus population de-
creases.

Figure 8 shows how varying the virus multiplication



b* beb=1/100, given that the predatory rade= 1/100. In

0.01 this case, the total number of viruses and predators could
0. 008 have been limited to as few as@®0 in the whole world,
' (/r as shown in Figure 8, instead of 3880 machines.
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