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Modeling of Computer Viruses

Yuuzou Kobayashi s LD70082

Abstract

We =zlodied thod Cod=Gi=en iz avaikible fou Lilling
Codefled 1T ot i5 ohavailable in this papsi. Fist, we
made CodeGieen infect ohe of 1vo PO piemied and ob-
zmlved CodelGies=h infeciion. We lei the doia obeeived
CodelGim=n infection male the siochaztic model with
Bitth and Death Pioces= [L]. Yoo can s=e thal Code-
Ciie=n i ovailable foi Lilling CodeRed 1T ficim the simu-
|7dion =zul nz2=d Bith and Deoh Pioce=s.

1 Introduction

Teday, alel of prople useihe Inisinei s a peisohalcom-
puoieis{ B spieads, boi all nseis aie ol heceszatily hon-
e=i. One of laiged PC's pioblem isthe compoiet vilos.
A compoiel vites 5 hol a natoial vites thal evetybody
ofieh knows, and campoiel vitos is 2 malicions piagiam
thal anificially made. A compuotet vitos i the action thad
peopl= uzing BC hove tiooble. Fol example, one com-
puil=t vitns destioys the diplay window in PCx, stops
compoi=iz and zo on. Thi=e {ype of compotel vilnzes
ate Vitox a3 malicions plogam & 1o incieass il=lf in
zingle compotel, Woun: malicions plogiam spesd 1o
othet compoteiz thiongh a compuoter n=tweik; and Tio-
jan: a malicionz plogiam thal deceive ns=is 2= a good
plogiam. BC pzeiz do het only come ondet vites ai-
inck=, boith=y piciect theit PCx with the fil=wall and
th= uhii= vilos sofiwale. In pec=nl yeas, fil=wall and

uhtiz vilos =ofl weie nod available viins by appeaiing
CodeRed woum and Mimda woum. CodaRed woum and
Himda woum ai= highly infsctions and moltiply. Fou in-
stance, the Cod=Red wolm has the =quipment of D05
Aiack and has ho =ffec agained a filewall and can oniie
vilnz zofiwaie which uzmlly plevent vitmez Moi=ovel,
CodeRled bimeding is mote than 359,000 compoteis in
fouil==h honiz, and Cod=FRed infection & sxplogive. The
m=nace =il confinnes.

Thiz poipome & 1o analyz= modelz of CodeRed 11
and CodeGimen. CodeRed II iz a vaviely of Code=FRed,
and hz= the fonclion of Back Doot and DOS Athcl
with CodeRed. Code=li=en iz a variely of Woim, and
compoi=t vitoz zpecializi calle CodeGimen G ood Woum.
CodelCitmen plodoo=t made the vitns 1o Lill CodeRled
wiolm s=lies, o Codeli==h do==n"1 bi=ak the infeci=d
compoi=l sysi=m infecting soch oz Cod=Red woum and
Mimda woim. Bol Codelimen has a lotl of myzi=iy and
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doe=z hot know the well pi=s=ni. We imestigfe how
Codefled T and CodeGimen act in PC and how many
Pl do CodeFed T and Codell v==n infaci.

Thiz papet discozees the infeclions =doation and the
model 4o analyze CodeRed 1T and CodeGimen.  The
dizcozsion wiil== aboni silpationz of PC infeci=d in
CodeRled 1 and Codelisen piactically, and diaws the
gaph of piokakilily and exponential fonction pz=d with
EBiuh and Death Ploc=e=. Yoo can s=e thal Codeliiesn iz
available fou pr=venting CodeRed Mot & anmaikble.

2  Computer Virus

11 CodeRed LI

Cifficial hame: CODEREDC

Typ=: Woun

Langmag=: Englizh

Phifoum: Windews 2000, Windows W Chine== and
Japanes=)

Enciyption: Hething

Vitnzmize: 3,318 byie

Paifoimance: the following

Fitzt, CodePed I1 iz to mmale child thiead The pio-
cezx of CodeRled 11 is the primary thi=ad which cie-
ates 300 oo G600 child thi=ads when CodeRed T infects
Pz Hazetop langmge of infecied Windowsiz Chinmss,
CodeFlad [T will cimaie 800 childien thimde I 2 s=top
language of infeci=d Windows izl Chines=, CodeFed
I will credm 300 childi=n thieads Cod=Fed I childi=n
thi=ad credi= 1andom IP(Thi=t ned Plotecd § addiesssx and
tanzmii the code of 2 woum by HTTP{Hy paiText Tians-
f=i Piodlocol) accm= which aimed ai the mcoiiy hole.
CodeRlsd [ childi=n thiead= = pecting incienzs and cie=-
ate 1andom IP addies=ex. Tf the [P addi=== which the
wolm acceszed iz the [I5(IM=tn=d Infoimation S=ivel)
s=ivel which has a z=cotity hole, the PC with a z=cniity
hole will infect Cod=Red I [3].

Second, CodeRed IT i 4o inziall of 2 hacking iool The
primaty thiead of CodePed 11 makes EXPLORER EXE
the ool diteciouy of Ciditve and D diive afi=t z4ailing a
child thvead. EXPLORER.EXE iz a hacking tool. So, e -
=iybody cah acomss the kocal diive of a Web s=ivel ploced
EXPLORER EXE fiom the coizids. Creatioh of EX-
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PLORER.EXE iza lowet pr=paimtion fou hacking by an
=ximnal thitd prizon. CodeFled [Lwill aotomatically pei-
form EXFLORER EXE which iz the hacking iocl copied
by the z=cuiity hole called Reldive Shell Path Yoln=ia-
bility ( biitlle hesz of the tzlative path of Shell) of Win-
dowm FIT/2000 hext time ol the time of Windows =til-
ing. A haclel can acomsz o Web z=ivel while 2 hacking
ool iz wolking, and o g= full contisl [3].

Thiid, Cod=Red 1T i 1o changes syzi=m CoddeRed T
copies cnd ewe, which & the zysem file of Windows, o
the following path=

Cohinstpob sctipl=' oot ee
Dr:vineipob'sc v pis), ool e
Ch plogiaimfilesc ommonfiles'syste m WMSAD T ool e
D' piogiamfiles) commonfiles' s yetem \MIADT ool e

Codefed [Tchanges CodeRed? mom cmd ewe [4].

221 CodeGreen

Official natme: WORM_CODES REEN A
Type=: Woaln

Langoag=: Englizh

Phifoim: Windows 3000, Window= T
Enciyption: Hething

Vitnzsize: 9,216 byles

Pafouminee: the following presages

Fiidd, 2= nd pocleis
CodelGimen ci=dies an [P addie== a1 iandom and iians-
mits ah own code a1 the HTTP i=quoesi { poid hombei 303
which aimed ol the s=cutily hole. Tf an IS z=ivel with
the s=coiity hole t=ceives this HTTP t=qoesiipoii hom-
bt 300, oveiflow of dota will 1ake place. Foithetmois the
plogiam code of the wolm ditscily peifolm oh a mem-

aly.

Second, file i=haming
If the file hamed EXPLORER.EXE iz in the 1ol ditec-
1oy of 2 ditveand I diive, WORM_OODEGREEN A
will 1=name 1o the file hame AntiCod= Fed. File L=-
naming can gop acting of TROJ ZODERED.C which
iz CODERED.C and OODERED D

Thiid, pich fil= downlad
Codeliesh downloads a pakh file fiom Micicsofl be-
canz= of shofling the 115 ==ivel which had a s=coiiy
hole. CodePRed s=iies can'{ inf=cl thiz mac hine again.

Fotth, change =ysem langoage
Codeliimen c hecks the syzi=m langoage in PCs infecting.
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I the =yztem langoage iz the language =xcepd Englizh,
Ciodeiimen will change= Englizh. CodeRead IL can'iacl in
Windows 1T,

We define foul prifoimncss of CodeGisen oz the
Lilling afi=i thiz

23 Vires Infections Observation
231 CodeRedIl

CodeRed 11 infections poli=in diffeis ficin [P pafi=ins.
oo can zee the following presage fiom Metwotk Asso-
cinl== [5].

Heatby netwoik : [50 %]

The =ame= cla= A netwoak (25500000 : [37.5 ]

The =am= cla= B =obnedwcnk (255255000 [125 5]
Driffermnd nedveoik (000000 [0 ]

We can know thal CodeBed ID infection iz L3
(PCehouot) fiom Preddci: Good Will Mobile Codes
Combal again=t Compotel Vitosss [2]. Windows 2000
shaiez which pictected in ho poich file o= 500,000 [2].
We woold expsct nombeiz of Windows 2000 piol=clsd
in no pakch file infecied by Codefled IT4f ve nmed Lo-
gistics folmnla [2]. Yoo cah z=e a CodePed I infeclicos
{ian={ion in Figoi= 1.

numb=r of IP=

500000

400000 /
300000 i
f
200000 {
10000a! /,f
TR T T e s

Flgmre 1: CodeRed T Infectlous graph

We found thal CoddeRled IT iz 4o infect 510, 000 Plx
within 14 hoois fiom Figoie 1.

L322 CodeGreen

Weexpmiimeniad in making Codelmeninfect Pz in oi-
dei o invesliges Codelimen's infections sitosdicn and
imi=. The =xpeiim=nial methed is the following ploce-
doims.

We pepaisd two PCs installing Windeows 2000 and con-
neci=d 2 hob 1o the 1wo PCe  Fiizt, we mde Code-
Gimen infeci ohe of {wo PCe instlling Windows 2000
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and 1=coided Codeli=en infsdicns cycle and mie with i CodeGimen exizls 500, 000, The =clid lin= i th= in-
a pxle tool : Bachlon [6] Packeiz z=ni by Code-  fections giaph when nomber of CodeCissn = 72,000
Cirm=n wele tandom valos one by one, and CodeCimen  fiom Figoe 3. We woold find thal CodeCimen zpends
didn't z=hd pacleis 1o LoopBackAdi==s in thiz expeii- 12 hooisin cidet 1o go1 tid of Cod=Red 11 it CodetGimen
ment. Packet patieins s=n by CodeGizen iz Figoi= 2. exims T2, 000,

3 CodeRed IT and CodeGreen

=
ik Fit=t, ohe BC which infected CodeRed T sxists. Infected
P == nds packets becanzs of othet PCs infecling, Afl=ia
= '-. o __";_ I'.. ; .'Z-'_ while, ohe of pckets hits no infected PO with a s=coiity
b N Y% T e, hale, and no infeci=d PC with o m=cniily hole infeci=
g - wor e e e, Fignie 4 iz1o =xpi e CodeR=d 1 infacting.
15 | Vo ;

10|
5 i I i 1 i
o 2 4 & ] o1z 14
Timisscond)
Flgure 2: The graph of three packet patterns sent by
Codelareen

We can find thal nombei of pocletz 2=nt by Caode-
Giesh ate ovelage VOB, 000 (pockets'hont ) fiom Figois :
2. Pode of one CodeGimen Lilling one CodeRed IT = o
abont 25 % 10-% (PCshont) became the 12t= 2.5 = 105 == o —
iz o divide 4,261,412 2384 (nombet of IPs excloding .

LoopBackAdies) ino | (one of CodeRed IT in the net- g s Cecp e 1 Mierel
wolk). Fiom the expeiimenial d=ia anhd Logistics foi- CodeRed II conlitbons spieads ficn Figoie 4, and
mula [2], you can expeci how Codeliesn infeciz ahd  CodeRed T becomes a shios of Figoie L

how Codeliim=n Lills CodeRed II by changing nombe=i

of Codelimen in Figo= 3. In thiz expeiim=ni, we edablizh the expeiiment d=fi-
nition & io 1=leawe Codeli=e=n when CodeRed ITi= in-
facting to =ome =xtmni [3]. Figoie 5 & o exple=x the
=xpalimeni definition with a maph.

-—-- 500,000
72,000 CodeGreen . ped)
numb=r of IPz S s "--—.....-.EJ—‘
" ——

500000 sm------------sszee— il

{4 f CodeRed | CodeGreen
dooooo | o,

o i T
Jooooom ' IIIl 1 CodeGresn
zoooog ! /

2 4 & 8 10 127°vF

mnnnni:!—J/ g ..................

Flgure 3: The Infectlons graphof CodeGreen killing CedzGreen

el I Flgure 5: CodeGreen Model
The dotled lin= iz the inf=clicus giaph when hombei Codefed IT iz deciexing by CodeGimen. Cods=liimen
of CodelGimen ate 500,000 ficm Fignie 3. We wonld iz folionzly inci=azing on the confiaty and becoimes a
find thol Cod=iimen gz 1id of Cod=Red [T in biieflim= =sioosof Figoi=3.
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4 Birth and Death Process

An flechostic model sxpieszsd with Figoie 4 and Figoie
5is Figni= 6.

ng

414

3

2/

Flgure 6: Virus Maodel

m A nombe of BC infecied CodeRed TT

F. : Pichahkility of CodeRed ITinfecling n ==t of PC
A : Bith(Code=Fed II inf=ction 1=}

g : Death (Bate of CodeGie=n Lilling Cod=Re=d I

mu Py =in— 1Py, Ly

The pind addi=so=d the fomola ¢l) do==n'y have 2
n=give valu= and the piokability sxcesding L in P, be-
canze of pokbility which iz P, The following foumola
(1) iz iz changs the foumohb ( Labod P,

Gy
mlogil — 1w’

Thiz fotimola (21 i= Bitth and Death Pioce= [1].
When D = 1ju < L, Rae of Codelimeh Lilling Cod=Fed
Il =xceeds Cod=Fled I infeclicoh iate and & efective in
Lilling CodeRed IL. When Lix = |, Rale of Cod=Gi=en
Lilling CodeFed IT & below CodeFed I infectich 1=
and iz in=fective in Lilling CodeRed TL

P = (2

=10TOR2 4
Wediawa giaph of F; changed avalo= of 1y becanzs

of imestigring Codefed I piobability in the netwoik
which Codeli=en &= pres=ming.

500,000

TZ,000

L] L] =] =]
. ' ' '
- =1 o =

I

Flgure 7: This graph 1= P, graph of the formula (2
when mumber of CodeGreen are 500, 000 and when
mimber of CodeGresn are 72, 000

F. iz the doti=d lin= when numbe=t of Codeli=e=n ai=
500,000, the =i of 500,000 CodeGi=ens Lilling ohe=
CodeRed T i abor 20,00 becanze 2000 i= 4o moltipy
2.5 1073 by 500,000, CodeFed T can infect o few PCs
in Figol= 3. P, iz the zolid line wheh hombet of Code-
CGimen ave T2, 000, and 1the mie of 72,000 CodeiGi=en
Lilling ohe CodeRed IT iz aboot |25 becanz= L35 &= 1o
multiply 2.5 x 10-% by 72,000, Code( i==h can coniid
ih= piobability ond=t 0.4 when CodeRed ITinfect= mois
than I0PCs in Figoi= 3.

Mext, we iake an expecimlion of P, becanss of inves-
tigaling how many ==tz CodeFed I can infeci in the n=t-
wolk whichCodeli == & pres=niing. The following foi-
mulais o sxpizs the expeciation of P, [1].

= A

E[N] = Po=— : (3

(¥ ;" (L — A/ gl L — A jia) )

it : ! =30 .-

A
It |-
|
& u |
1 uJ L= .IJ\- I~ ad

Flgure & This graph 1s E[V] graphof the formula
(31 when Ljg & Increaging by every one tenth from O
taol
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You can ze= thal the giaph of Figoie 2 ako brcomes
laigmt when 1he valoe of 1 incleom==. Yoo can == thai
Codefled I infect about 17.5 PCx in the nelwoik whele
Codelimen mxigtz 72, 000 fiom the giaph of Figoie 3 be-
canme Lpis LB/L2S

§ Conclusion and Tuture Work

We imode 2 model and =valoated the PEL'E:ILI:nnhr:e coh -
fitming CodeCiimeh o foctiveness fo pleve i CodeRed T
Wefonnd thal humbei of P infecied by CodeRled ITaie
lemz than 175 wheh CodeGimsh mxizis mois than 72, 000
accolding o wolking ool P and E[F;] with Biith and
Dieaih Piocess. CodelGi=sh iz ah =ffeciive method ol
Lilling Cod=Red I

We plopome thal CodelGi=en iz sqoippsd with the
multiplicaiicn and the sxizi=hce adeqmis=ly in foloe
wolk, Codeli=en inflicks loads on PCx even thoogh
CodeGimen i sffeciive in Lilling Cod=Red I Moi=cwet,
Codelimen chang=s the zysi=m function. A PC canh
cfi=n aci noumality by changing the =ysi=m funclion
Codeliimen muoz=t have the muoliiplication and the exiz-
i=hce adequately in oidei 1o be mole =fective method
fou Lilling CodeRed T
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