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Abstract

This paper evaluated the performance for group key
rekeying that is important for computer security. Group
key is the encryption key that used among particular
group members and rekey means to change from an old
group key to a new one. There are three rekeying pro-
cesses proposed: immediate, batch and periodic. Imme-
diate rekeying is a process that rekeying is done once
someone joins or leaves a group. Batch rekeying is a
process that is used when the total number of members
that joins or leaves a group increases. Periodic rekeying
is a process that rekeying is used in the constant period,
regardless whether the total number of members joins or
leaves a group. As a result of comparison of these three
rekeying processes, according to the condition, we need
to change rekeying processes.

1 Introduction

Computer security is one of the most important things
in computer science. For example, when a conference
is held among specific group members, the information
of the conference must be kept in a secret. It is possi-
ble to realize this with group keys. Using group keys, a
group member can access information, but a non-group
member can not access information. So group keys are
necessary for computer security, especially for group se-
curity.

Group key is generated by group controller and trans-
mitted to each group member through a one to one se-
cure channel. In addition, group keys must be peri-
odically replaced because of prevention to access to a
non-group member. The replacement is called ’rekey’.
Rekey is good method to prevent illegal access, but this
method has some problems on the performance. It is
the problem that there are possibility group key is de-
crypted by the person that he was previously a group
member. Researchers of group keys searched how group
keys cope with illegal access by hackers using sub-group
keys, thinking a role of the group key server [1]. On the
other hand, I searched how group keys are updated more
effectively, according to the number of group members.

The purpose of this study is to do performance evalu-
ation for effective group key rekeying.

2 What’s Group Key and Rekey?

2.1 Public Key

Before the explanation of group keys is held, public key
cryptosystem of fundamental cryptosystem is explained.
Public key cryptosystem is the cryptosystem that done
using a public key and a secret key between a sender and
a receiver. As you see in Figure 1, [2]
1. A receiver generates a public key and a secret key.
2. A receiver sends only a public key to a sender.
3. A sender gets a public key.
4. A sender encrypts a data with it.
5. A sender sends an encrypted data to a receiver.
6. A receiver gets an encrypted data and decrypts it

with a secret key and he can watch the data.
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Figure 1: Public Key Cryptosystem

2.2 Group Key

On the other hand, group key is an encryption key that
is used among particular group members. As you see
in Figure 2, a group key is used on one to many com-
munications. For example, it is used on TV pay pro-
grams (Wowow, SkyPerfecTV, or for etc.), and in partic-
ular conferences in a company. In the former, it plays
a role that a person who was not officially join the TV
program can not watch the pay program. In the latter, it
plays a role that the person who was not take part in the
conference can not know the detailed information.
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Figure 2: Group Key

2.3 Rekey
Rekey is the process changing from an old group key
to a new one. Without rekey, illegal access increase
because the key become old and the encryption key is
decrypted by the person that he was an ex-group mem-
ber. To prevent this access, a rekeying is done. Three
rekeying methods are immediate, batch and periodic [3],
and are compared about relation between the number of
group members joining or leaving a group and the time
of spending in a group below.

3 Modeling of Rekey Process

3.1 Pollaczek-Khinchin Formula
Pollaczek-Khinchin Formula [4] is the formula that is
essential in M/D/1 of waiting line theory. With this
formula, we can lead the expression of M/D/1. M/G/1
queue is the queue that arrival rate is Poisson process
and service time is general. M/G/1 queue is expressed as
follow.

E[N] = ρ +
ρ2 + λ2σ2

s

2(1 − ρ)
. (1)

where E[N] is the expectation of the total number of cus-
tomer that exist in the system. ρ is the the utilization in
the system. λ is the arrival rate to the system. σ s is the
variance of the service time in the system.
Using above expression, we can lead the expression of
rekey processes.

3.2 Immediate rekeying
Immediate rekeying is a process that rekeying is done
once someone joins or leaves a group. Immediate rekey-
ing is active according to join or leave a group. If the

total number is too many number, a new group mem-
ber must wait since after the new comer’s rekey is com-
pletely finished, the next new comer’s rekey is started.
So that, when a new comer arrives, if the previous rekey
is not finished, he must wait particular time and his rekey
starting time will be delayed. Please see in Figure 3.
1. When #1 arrived a group, none rekey was done, so his

rekey (S1) could be done immediately.
2. When #2 arrived a group, #1 rekey (S1) did not finish,

so #2 must wait until #1 rekey finished (W2).
3. When #3 arrived a group, #1 and #2 rekey (S1 and S2)

did not finish, so #3 must wait until #1 and #2 rekey
finished (W3). When both S1 and S2 finished, #3
rekey (S3) could be started.
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Figure 3: Immediate Rekeying

Immediate rekeying is a type of M/D/1 queues [5] that
is one of the formulas for waiting line theory [6], and
also M/D/1’s service time (in this case, service time is
the time required for rekey) is constant. S is the service
(sojourn) time in the system. W is the waiting time in
the system. Waiting time means that from the time a new
comer arrives a group to the time his previous member’s
rekey completely finishes. In (1), σ s is the variance of
the service time, so σs is zero in this case. Hence we
calculate E[N] of immediate rekey with (1) the below.

E[N] =
ρ(2 − ρ)
2(1 − ρ)

.

By Little’s formula (E[N(t)] = λE[T ]), we have

E[Y] =
1
λ

E[N] .

So

E[Y] =
1
λ
∗ (
ρ(2 − ρ)
2(1 − ρ)

) =
ρ(2 − ρ)

2λ(1 − ρ)
.

Namely,

E[Y] =
ρ(2 − ρ)

2λ(1 − ρ)
. (2)
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where E[Y] is the mean of Y. Y is the time from a cus-
tomer arrives in the system to a customer leaves in the
system. Of course, Y includes service time.

In this case (immediate rekeying) , λ is the join or
leave rate (number). So 2λ is the total rate, ρ means the
product between 2λ and S (rekey time).
Hence E[Y] is expressed below. With (2),

E[Y] =
S (1 − λS )
1 − 2λS

. (3)

Also ρ is the utilization, so this value must be smaller
than one, hence

S <
1

2λ
. (4)

This is the assumption for immediate rekeying. If S
is bigger than and equal to 1/2λ, this process is not ap-
proved and E[Y] diffuses to

�

and ρ converges one.
In immediate rekeying, when the number of members

is increase, rekey’s delay time is also increased. E[Y] be-
comes

�

. But when the total number of members joins
or leaves a group is few, this process is useful because
new comers do not need to wait.

Figure 4: Immediate Rekeying Graph

Figure 4 is the relation between λ and E[Y]. As λ is
bigger, E[Y] is bigger and (4) is not approved and E[Y]
become

�

. (For example, when S is 0.003, E[Y] diffuses
to

�

at λ is 200).

3.3 Batch rekeying
Batch rekeying is the process according to the probabil-
ity of α, a rekey is performed. For example, in Figure 5,
it is maintained at α is one third.

In batch rekeying, the rekey time is also the constant
value S but the number that is rekeyed is different, so
E[Y] is expressed as follows. With (2),

E[Y] =
∞∑

n=0

α(1 − α)n(
n
λ
+

S (1 − λαS )
1 − 2λαS

) (5)

where n is the mean how many members behind a
group member until the rekey starts. Also ρ must be
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Figure 5: Batch Rekeying

smaller than one, hence

S <
1

2λα
. (6)

If (6) is not approved, E[Y] diffuses to
�

and ρ con-
verges one.

Figure 6: Batch Rekeying Graph

In batch rekeying, if α is smaller, E[Y] is also smaller
and the increment is more slow. Please see in Figure 6.
Also, according to α, E[Y] changes. As you can see in
Figure 7, if α is small, E[Y] is also small.

3.4 Periodic rekeying
Periodic rekeying is the process that rekeying is used in
the constant period, regardless the total number of mem-
bers joins or leaves a group. The new comer’s waiting
time(W) is uniform distribution [7] and E[W] = T/2. So
this process’ E[Y] is expressed below.

E[Y] = S +
T
2
. (7)

where T is the constant period.
Also, S is the rekey time (also constant value), so S must



University of Aizu, Graduation Thesis. March, 2004 s1080014 4

Figure 7: Batch Rekeying Graph

be smaller than and equal T. That is to say,

S ≤ T . (8)

if (8) is not approved, E[Y] diffuses to
�

. Also peri-
odic rekeying is not depend on λ and ρ. So, as you see
in Figure 8, in spite of the number of # that means a new
comer, if the constant time T passes, rekey is done.
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Figure 8: Periodic Rekeying

As you see in Figure 9, periodic rekeying’s E[Y] is
independent of λ.

4 Comparison
Assumption of three rekeying processes comparison
S is 0.001 (common), α is 1/10 and n is 10 (both in batch
rekeying), T is 0.0011 (in periodic rekeying).

As you see in Figure 10, when the number of group
members is small, immediate rekeying is the best rekey-
ing process, batch rekeying is second best rekeying pro-
cess and periodic is the worst rekeying process on the

Figure 9: Periodic Rekeying Graph

Figure 10: 3 Rekeying Comparison Graph(When λ is
small)

performance. On the other hand, as you see in Figure
11, when the number of group members is big, periodic
rekeying is the best rekeying process, batch rekeying is
second best rekeying process and immediate rekeying is
the worst rekeying process on the performance.

5 Conclusion
In many server systems, according to the number of that
members and the purpose of use, the server’s adminis-
trator will need to think a changing the rekeying pro-
cesses. Also, batch rekeying has out-of-sync problem
[8] between a key and a data. This problem is the prob-
lem that a user may receive a data message encrypted
by an old group key, or it may receive a data message
encrypted with a group key that it has not received yet.
So we need to think this problem and select a rekeying
process.
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Figure 11: 3 Rekeying Comparison Graph(When λ is
big)
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