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Abstract dress is same as sender’s IP address. If IP address is

The purpose of this paper is to find effective use of Se-
cure Socket Layer(SSL) with Feige-Fiat-Shamir Identi-
fication Protocol for client authentication, which prove
one’s identity without its knowledge. This protocol has
50% chance of finding malicious user per one trial, and
it becomes better by increasing the number of trials. In
this paper, we find most effective point of number of tri-
als by trade-off between probability of finding malicious
user and processing time.

1 Introduction

Many people connect PC to Internet and communicate
information. When we communicate information on the
Internet, there is a danger of eavesdropping, spoofing,
and so on. For example when a client who is mail user
receives mail from a server who provides mail service,
the client sends user name and password. The eavesdrop-
per is able to know the user name and password easily.
When the client sends mail, the server doesn’t certify
the sender’s identity. It means that any person can use
others’ mail address. In fact, phishing mail, spam, and
some kind of virus mail use others’ mail address or non-
existent mail address. For example, phishing mail is sent
by an other host using well-known bank’s, credit card
company’s, and Internet shopping site’s mail address.
Cryptography protects information from such danger.

Secure Socket Layer(SSL) [2] provides cryptography
communication for mail, WWW, and so on. SSL has
three steps to begin cryptography communication: au-
thentication, key exchange, and encrypting. First, the
client checks the server’s identification in the authentica-
tion step, Second, the client exchanges key which is used
to encipher message. Finally the client and the server be-
gin to communicate using cryptography. In the authenti-
cation step, SSL uses Digital Signature to certify. Digital
Signature contains personal information, so this method
is usually used to certify the server and not good to cer-
tify the client. But if there is no client authentication,
a malicious person may try to spoof, and use your mail
address. So it requires client authentication.

Sender ID [5] is a method for preventing spoofing
mail by checking sender’s mail address and IP address.
Sender ID asks domain part of mail address for Domain
Name System(DNS), and then checks returned IP ad-

not same, mail is rejected. This method is based on the
integrity of IP address, but if IP address is also forged,
this method can’t prevent spoofing.

Some methods for client authentication such as
Rivest Shamir Adleman (RSA) authentication, Chal-
lenge Handshake Authentication Protocol (CHAP), and
so on are available, but we use Feige-Fiat-Shamir Identi-
fication Protocol [6]. This method can prove identity via
demonstration of knowledge of secret without revealing
even a single bit of secret. However, when some mali-
cious person tries to be an authenticated user, this Pro-
tocol has a 50% chance of finding an malicious user per
one trial. Increasing the number of trials, the probability
of finding the malicious user becomes larger, while time
for confirmation gets longer. So it is necessary to find
most effectual number of trials.

The purpose of this research is to evaluate perfor-
mance of SSL with Feige-Fiat-Shamir Identification Pro-
tocol. In this paper, we model SSL with authentication
using M/G/1 queue to calculate the waiting time and find
effectual method for its use by trade-off between proba-
bility of finding malicious user and waiting time.

2 SSL

SSL is used for cipher communication. For example,
there are two entities, a server who provides mail ser-
vice, and a client who wants to send mail using the cryp-
tography. To begin cryptography communication, client
and server have to decide specification of cryptography
such as cryptography algorithms, and method of key ex-
change. In SSL, the client and server send some mes-
sages to decide specification(See figure 1).

First, the client sends "Client hello”(1) which con-
tains random values and available encryption algorithms
list, key exchange algorithms list and so on to server.
The server responds "Server hello”(2) which contains
random values and selected algorithm, and also sends
”Server certificate” and ”Server hello done” to the client.
Client verifies server’s identification by checking the
Server certificate. The server certificate contains a public
key which is necessary to exchange common key. Mes-
sages after Server certificate are encrypted using pub-
lic key and sent to server. If there is no public key in
Server certificate or the server doesn’t send Server cer-
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tificate, server sends Server key exchange to create pub-
lic key. Then server sends “Server hello done” to fin-
ish Hello phase. In Hello phase, the server sends cer-
tificate to prove his identity, but the client doesn’t prove
identity. Next, client sends "Client key exchange”(3) in-
cluding premaster secret which is to create common key,
”Change cipher spec”(4) and "Finished”. Change cipher
spec is signal transition in ciphering strategies. Server
also sends Change cipher spec and Finished and begins
to communicate encrypted application data.

In this case, server doesn’t check identification of
client. There is the possibility that a malicious person
tries to spoof. So it requires client authentication.

Client Server
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Ser\/e( he“o done
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w
Change cipher SPEC
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Figure 1: SSL with no client authentication

3 Authentication Method

One of the authentication methods is Arbitrated Proto-
cols. Arbitrated Protocols is suited for identification of
owner of a credit card, ID card, or computer account.
In the Arbitrated Protocols, Feige-Fiat-Shamir ldentifi-
cation Protocol [6] can prove identity via demonstration
of knowledge of secret such as Personal Identification
Number(PIN) or password without revealing even a sin-
gle bit of secret.

3.1 Feige-Fiat-Shamir Identification Pro-
tocol

Suppose that there are two persons, Alice and Bob, and
Alice wants to prove her identification by proving that
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she knows a secret to Bob. This method checks that
she can calculate some value based on secret number.
She has secret number and opens remainder of square
of secret number divided by n, where n is large number.
Bob checks she can calculate value or not using this open
value. He can’t find secret number from open value.

Before Alice proves her identification to Bob, they
need to register their secrets to trusted a third person,
Trent. Registration stage is following:

(1) Trent chooses a modulus | = pg, where pand g are
large prime and roughly same size numbers to be
kept secret and humber of trials n.

(2) Alice and Bob respectively randomly select se-
cret natural numbers sy and sg < | — 1 with
ged(sass, ) = 1.

(3) Alice and Bob compute respectively the smallest
natural numbers ta and tg such that ty = sﬁ mod
| and tg = s% mod | and resister secrets sy and sg
with Trent
ta and tg don’t need to be kept secret

After Registration stage, to prove identification of Alice
to Bob, they implement following steps:

(1) Alice selects an m, such that m < | — 1 and sends
w = ? mod | to Bob

(2) Bob chooses ¢ = 0 or 1 and sends it to Alice
(3) Alice computes r = ms; mod | and sends it to Bob
(4) Bob computes r2 mod |

(a) 1fr2 = wt§ then
i. if n = 0 then terminates this protocol and
accepts Alice.
ii. elsen=n-1andgo tostep (1)
(b) 1f r2 = wt§ then terminates this protocol and
rejects Alice

Figure 2 shows the example of this protocol, when p
andqare 17 and 13 and | = 221. Preliminarily, Alice and
Bob chooses sy = 16 and sg = 15 and calculates tp =
162 mod 221 = 35 and tg = 152 mod 221 = 4. Alice
chooses m = 219 and calculates w = 2192 mod 221 = 4,
and then sends w = 4 to Bob. Bob chooses ¢ = 1
and sends it to Alice. Alice calculates r = 219 x
16 mod 221 = 189 and responds it to Bob. Bob cal-
culates 1892 mod 221 = 140 and wt§ = 4 x 35 = 140,
and then checks that r2 mod | equals wt or not. In this
case r> mod | = wt§, and Alice passes this trial.
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Figure 2: Feige-Fiat-Shamir Identification Protocol ex-
ample

3.2 Spoofing Method

Suppose a malicious person Mallory tries to spoof Alice,
and doesn’t know sa. Though, he has a chance of passing
this trial with following steps:

He selects an msuch that 0 < m < | — 1 and sends:

(1) w = n?, if he guesses that Bob will send ¢ = 0

(a) If Bob chooses ¢ =
r=m
Bob computes r? = m? = wt? mod | and ac-
cepts Mallory

0, then Mallory sends

(b) If Bob chooses ¢ = 1, then Mallory can’t send
r = ms; and Bob rejects Mallory

(2) w = n?t;1, if he guesses that Bob will send ¢ = 1

(a) If Bob chooses ¢ = 0, then Mallory can’t send
r such that r? = wt§ and Bob rejects Mallory

(b) If Bob chooses ¢ = 1, then Mallory sends r =
m
Bob computes r? = m? = wt;'tx = wtz mod |
and accepts Mallory

This means that Mallory has a 50% chance of passing
this Protocol per one trial [6].

Figure 3 shows example spoofing when Mallory
guesses that Bob will send ¢ = 1 and hits his guess. Mal-
lory selects m = 70, calculates w = 70%x35~% = 140 and
sends it to Bob. Bob selects ¢ = 1 as he expected. Mal-
lory responds r = m = 70. Bob calculates r2 mod | = 38
and wtg mod | = 38. Then Mallory can pass this trial
without Sa.
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Figure 3: Spoofing example
4 Modeling

The probability of finding Mallory becomes larger by in-
creasing the number of trials, but it takes a great deal
of time. So we have to think the trade-off between the
probability of finding and waiting time. In this section,
we calculate probability of finding, model SSL and SSL
with authentication protocol using M/G/1 queue and then
obtain these waiting time to compare and evaluate wait-
ing time of SSL with SSL with authentication.

4.1 Data capture

To calculate waiting time of SSL, we need to know ser-
vice time of SSL ssg._. We build a simple network which
consists of client and mail server applied SSL to obtain
service time of SSL. Client reserves mail from server and
capture these packets using Sniffer [8]. Then we check
time of each packet arrives to client. Figure 4 shows ser-
vice time of each section of SSL.

4.2 Waiting time of SSL

We consider the mean waiting time of SSL. Figure 5
shows SSL service and its waiting time of each client.
First client C1 comes to server and receives SSL ser-
vice. Before completion C1’s SSL communication, C2
comes to server and he has to wait until C1 finishes ser-
vice. After C1 leaves server, C2 begins to receive service
and also C3 comes to server in the middle of C2’s ser-
vice. We define time from client arrives server to leaves
as waiting time of SSL. To be served client and server
always send same number of messages, SO we suppose
that service time of SSL is same. Let Ngs. be a num-
ber of client, A be a rate of incoming client and % be a
service time of SSL. By Pollaczek-Khinchin formula [9]
for M/G/1 queues, expectation value of number of SSL
clients is
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Figure 4: Service time of SSL
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Since service time of SSL is always same, variance of
service time ® = 0, then by Little’s formula [9], we
obtain expectation of waiting time of SSL by

2-p
E[Y =—, 2
[Yssi] 200 —p) )
where Ysgi represents waiting time of SSL.
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Figure 5: State of each client receives SSL service
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4.3 Waiting Time of SSL with Authentica-
tion

Next, we consider the mean waiting time of SSL with
authentication. As section 4.2, service time of SSL is
always same, but service time of authentication changes
by number of trials up to find Mallory. First we find
expectation and variance of number of trials. Let Ny be
a Mallory’s number of trials, Na be a Alice’s number of
trials, x be a probability of finding Mallory per one trial
which is 50% in section 3, and n be a number of trials.
Expectation value of Mallory’s number of trials is

E[Nv] = Zn: kx(1 - ) "+ n - x)"
k=1
1-(1-x"
= —5 ®3)
and the variance is
Var[Ny] = i K2x(1 — X%t + (E[Nm])?
k=1
o 1-x (@2n-1)x(1-x)"
T x2
1-— 2n
_( sz) ' @)

Since Alice always passes this trial, Alice’s mean num-
ber of trials E[Na] is n, and variance Var[Na] is 0.

Then expectation value and variance of Mallory’s ser-
vice time of SSL with authentication are

E[Sm] = SauhE[Nm] + Sssi, (%)

and

Var[Su] = saunVar[Nm], (6)

where Sauth and Sssi are service time of trial and SSL,
and Sy represents Mallory’s service time of SSL with
authentication.

Similarly, expectation value and variance of Alice’s
whole service time are

E[Sa] = SauhE[Na] + Sssi, (7)

and

Var[Sa] = saunVar[Na] = 0, (8)

where Sp is Alice’s service time of SSL with authentica-
tion.

Next, we find whole service time. Let a% are Mallory
in all users, ;% be a average of service time and o2 be a
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variance of service time. Whole expectation value and
variance of service time are following:

% ~ (E[Sw] + (1~ )E[SA]) + Sest.  (9)

o? = aVar[Su]+ (1 - a)Var[Sa]
+a(E[Sm])* + (1 - )(E[Sal)?
—aE[Su] + (1 — @)E[SA])?. (10)

By Pollaczek-Khinchin formula, expectation value of
number of clients is

p? + 1202
21-p)°
where p = }41 and Nayh is number of client.

By Little’s formula, expectation value of waiting time
of SSL with authentication is obtained by

E[Naun] = o + (11

E[Nauth]

E[Yauth] = /l 0

(12)

where Yauh is waiting time of SSL with authentication.

4.4 Probability of missing Mallory

Also we consider the probability of missing Mallory.
The probability of failing to find Mallory per one trial
is represented by 1 — x then probability of missing Mal-
lory in ntrials is

p(n) = (1-x" (13)

5 Reaults

Figure 6 shows graphs of the mean waiting time of SSL
and SSL with authentication with number of trials n = 5,
n = 15, and n = 20, when x = 0.5, = 0.01, ssg. =
0.016535, and sayth = 0.004 using equation (2) and (12).

Figure 7 shows graphs of probability of missing Mal-
lory with x = 0.5 represented by (13). Probability of
missing Mallory whenn = 51is 3.125 x 1072, n = 15 is
3.05176 x 107 and n = 20 is 9.53674 x 10~/

Capacity of server applied SSL and authentication
with n =5 is large, on the other hand probability of miss
when n = 5 has 3.125 %. When n = 20, probability of
miss is enough small, but capacity of server is not suf-
ficient. SSL with authentication when n = 15 is effec-
tive with waiting time and probability of finding point of
view.
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Figure 6: These graphs are waiting time of SSL with no
authentication, SSL with authentication n = 5, n = 15
and n = 20 the order from the right.
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Figure 7: Probability of missing Mallory

6 Conclusion and Future Works

We find effective point of number of trials n = 15 by
trade of between probability of finding Malloy and wait-
ing time. Riding on the feature of this authentication
which can prove identity without sending any personal
information to server, client can use client authentica-
tion more securely. Further, this method is solution to
IP address spoofing which is problem of Sender ID. Us-
ing this method, server can apply client authentication to
SSL effectively and securely.

However, service time of authentication Sayn and
probability of incoming Mallory « is not accurate value.
We need to capture these data in the future.
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