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Abstract

In this paper, we present a way to build a model how computer worms propagate
in mail network, and then propose an effective defense method against a mass-mailing
worm. In mail network, two nodes are connected when e-mails are exchanged between
them. As some papers pointed out already, mail network can be successfully regarded
as a Scale-free Network. The mass-mailing worm spread can be regarded as the propa-
gation in such Scale-free network. The From-field of an e-mail messages a worm sends
often varies and/or is spoofed. The log data of e-mails reveal neither the mail network
structure nor the worm dynamics. We use arrival intervals of worms to analyze the
mail network structure and the worm dynamics. Also, we show that we can effectively
stops the worm outbreak by regulating worm activity on hubs on the mail network.






Chapter 1

| ntroduction

1.1 Introduction

The most popular way to spread malicious software programs is commonly referred
to as computer worms like Blaster [2] and Netsky [3]. There are some methods that a
worm uses for its propagation. One of the popular methods is to send e-mail messages
with its own copy attached. The e-mail has some trap which, when activated, executes
the copy of malicious software. For example, Swen [4] sends an e-mail message whose
contents claim to be patches for Microsoft Internet Explore, or delivery failure notices
from gmail. Although a lot of new viruses appear in few days, most of them are not
nuisance because there are effective filters quickly available. However it is expected
that in future the worms will be more virulent and, thus, result in significantly greater
damage.

Currently, there are some paper [5, 6, 7] analyzing spread of malicious mobile code.
Then, there are a lot of anti-virus software that have various effective countermeasures
against various computer viruses and worms. The popular method is to use signatures.
The system achieves almost 100% detection rate if the system has already the signature
for the target. However, the system has some weak points. The system cannot detect
a new virus or worm. The system also needs a large memory for signatures. Further,
The system needs the time to detect the viruses and worms.

The purpose of this research is to analyze and estimate how a computer virus or worm
propagates in a mail network and to analyze and estimate an effective method against
a mass-mailing worm. To estimate that, we focus attention on the arrival intervals of
e-mail message with a specific computer worm attached. Because the From-field of an
e-mail message a worm sends often varies and/or is spoofed, it is only arrival intervals
that we can obtain from received e-mails. As the data of arrival time of many e-mail
messages with each computer worms attached are observed at the mail server in Uni-
versity of Aizu.

Also, we have to consider a structure of the e-mail network in the Internet to research
a propagation of a worm. In mail network, two nodes are connected when e-mails are
exchanged between them. As some papers [8, 9] pointed out already, mail network can
be successfully regarded as a Scale-free [8, 9] Network. Figure 1.2 shows degree dis-
tribution of the e-mail constracted from log files of the e-mail server at Kiel University.
Thus, we regard the structure of mail network as Scale-free.

1



1.2 Scale-free Network

Scale-free Networks are networks with power-law degree distribution (See Figure
1.1). Recently, some papers prove what various networks such as the Internet, propa-
gation of an epidemic and a genome have Scale-free Network structure. In Scale-free
Network, some nodes called hub nodes exhibit extremely high connectivity and almost
all other nodes exhibit low connectivity. In this paper, we define Scale-free Network as
a network with power-law degree distribution and a network containing hub nodes. As
there are a small number of hub nodes, a Scale-free Network has generally two charac-
teristics. The first characteristic is that a Scale-free Network has tolerance to random
attack to most nodes but it has weakness to attack to the hub nodes. The second char-
acteristic is a Scale-free Network has also a characteristic of Small-world [10].

Network grows daily. When a new node belongs to a network, the node does not
connect to another randomly selected one. In real networks linking is never random.
A subtle law of preferential attachment governs evolution of a network. Scale-free
Network is such a network.

Number of nodes

| 4

Number of |inks

Figure 1.1: Example of power-law degree distribution.

100000

Frequency nik)

0.01 U i 1
1 10 100 100

Degree k

Figure 1.2: Degree distribution of the e-mail network [1].



Chapter 2

Observation of Wild Worm

2.1 Activity of Worm

Most mass-mailing worms work as follows. A mass-mailing worm is executed at
once, some e-mail messages with its own copy per unit of time. An amount of time
elapses before the recipient reads the e-mail message. After that, he executes mailer or
something to read some e-mail messages, in which the e-mail message with attachment
file of the worm is contained. At this time, the mass-mailing worm program runs if he
executes the attachment file. Then, the worm will use the recipient’s address book,
inbox and/or other e-mail addresses saved in recipient’s HDD to spread its own copies
to other e-mail addresses. In addition to that, there are some worms which will infect
other malicious programs, which are Trojan horse, back door, and so on.

2.2 Arrival Intervals of Worm

Because the From-field of an e-mail message a worm sends often varies and/or is
spoofed, itis difficult to identify the PC a mass-mailing worm has infected and a correct
data we can obtain from received e-mails is arrival intervals. To obtain arrival intervals
of e-mail messages with a worm attached, we use a data observed on a mail server in
University of Aizu. The data contains what kind of worm an e-mail message has and
when the e-mail message arrives. When we can observe arrival of one or more e-mail
messages with a worm attached, there are one or more infected PCs having an e-mail
address of a student of University of Aizu. (See Figure 2.1) We can observe arrival
time of all e-mail messages with a known worm attached like Figure 2.1.

| Virus Name | discovered (Symantec) | First arrival observed at u-aizu |
Netsky.P Mar. 21, 2004 Mar. 23, 2004 - 01:37:20
Swen.A Sep. 18, 2003 Sep. 18, 2003 - 23:07:31

Table 2.1: Information of some worms.

Figure 2.2 shows arrival intervals of e-mail messages with each worm attached. We
observe them on the mail server in University of Aizu. Table 2.1 shows the date on
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Figure 2.1: Observational image. Each worm infecting PC sends an e-mail message
with its own copy attached to other addresses independently. We can observe only the
e-mails reaching our mail server.
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Figure 2.2: Arrival intervals of e-mail with some specific worms attached observed on
the mail server in University of Aizu. Time 0 means the time on which the first e-mail
attached each worms arrived at University of Aizu.



which each worm is discovered by Symantec corp. and first arrival time observed on
the mail server in University of Aizu.



Chapter 3

Simulation

3.1 Network Topology in Simulation

In order to simulate the dynamics underlying mass-mailing worm’s propagation, we
need to create an e-mail address network. There are some papers [1, 10, 11] discussed
an e-mail network or social network, we assume that an e-mail network are a Scale-
Free network. We use a BRITE tool [12] to create a Scale-free Network which we use
in this simulation. Figure 3.1 is GUI of BRITE.

Boston University Representative Internet Topology Generator {BRITE}

Tepoloay Type: [1 Level ROUTER (PYONLY  w

brite
Rauter Tapology Parameters import.._
H8: N:
La: Model |pa -

Model Spacific Parameters

MNode Placemeant: 'Heaw Tailed - :]

Growth Type: 'hcwmerlai - :]

Pref Conn: [None - :]
m

Bandwicth Distt | Constant - | MaxBW
Whin B

Export Topology
Location: [ | [ Browse. |
Formats: v BRITE [# Otter [ ] 88F NS []J8im

Figure 3.1: This is GUI of BRITE. We can change some parameters when we create
something. For example, Node Placement, Growth Type, the number of nodes and so
on.



Now, we suppose that an e-mail address network obeys a Scale-free Network, and
we employ Barabasi-Albert (BA) model [8] to create a Scale-free Network. Creating
a Scale-free Network with BRITE, we obtain that a network obeys a power-law with
exponent -3. It is too hard to assess whether that exponent value is similar to a network
a virus or worm use actually. However, being the number of link distributions of
computer and social networks lie in the range of -2.0 to -3.4 [13], the exponent value is
-3 we assume. This Figure 3.2 is an example of a Scale-free Network with BA model.

Then, the Figures 3.3 show a relationship between a degree of links of each node and

Figure 3.2: Example of a Scale-free Network. The number of nodes is 30 and the
number of links per newly added node is 2. There are a few hub nodes and the almost
other nodes only have a few link. Some colored nodes are hub nodes.

the number of nodes. We can see that the relationship obeys power-law because this
double-logarithmic plot is similar to liner. The number of nodes exhibits a power-law
with exponent -3.
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3.2 Simulation Model of Worm Spread Dynamics

As discussed in Section 2.2, we assume that we can observe the arrival time. There
is a community and each of PC has an e-mail address (See Figure 3.4). If two nodes
share address each other, the nodes are considered to have a link between them. Then,
there is a student belonging to the community in University of Aizu. As the student be-
longs to the community with the e-mail address of the university, all e-mail messages
excluding e-mail messages with a worm attached to him is observed the mail server in
the university. We set the number of nodes in the community is 10000. We assume

Community

University of Aizu

== shows an e-mail address

s shows connectivity of between both nodes

known an e-mail address each other.

Figure 3.4: Image of a community sending e-mail messages with a worm attached.

that the connectivity between the nodes in the community obeys power-law with BA
model. We also need to introducing at least three statuses at each node, that we call
susceptible, infected and immune. Susceptible means that the node has a probability
with which the node is potentially infected by a virus or worm. Susceptible contains
when a user has not yet checked for new e-mails. Infected means that the user has
opened the attachment and the virus has successfully infected the PC sending copies
of itself to all of the neighboring nodes. In the simulation, we assume that a node, once
infected, remains in this status forever. Immune means that the virus cannot infect the
node. Immune contains when the user protect own PC with using some ways such as
an anti-virus software, a patch, or no open the attachment. Once immunized, the node
remains in this status forever. A node a worm infects at once sends some e-mail mes-
sages attached its own copy to other e-mail addresses per unit of time. We assume that
each interval of e-mail messages which a worm sends follow an independent exponen-
tial distribution with mean 1/X. We assume that a worm select a link in an infected
node randomly. After receiving the infected mail, the nodes which are liable to infect
be infected with a click probability ¢. This parameter ¢ is a probability with which a
recipient receiving an e-mail messages with a worm attached executes the worm pro-
gram. The probability ¢ has just an influence on a speed of propagation. If a worm
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infect all neighbors of an observer, ¢ have no influence on any data of the observation
node. In this simulation, we assume that all nodes have a same c¢. We suppose that
a susceptible node infected at once becomes an infected node and the node holds the
own state ever. Then the node attacks the other susceptible nodes that connect the node
such as the other infected nodes. Because we may assume that an interval at which a
user execute mailer program have large enough time than the transmission delay. Thus,
we suppose that the transmission delay is negligible in this simulation.

3.3 Fitting Model to Observation

To fit our spread model of a worm to observed arrival intervals of real worms, we
pay attention to the part where arrival intervals stop decreasing. It means that most of
neighbors of an observer are infected by that time. In our simulation correspondingly,
most of neighbors of an observer have to be infected by the time. And we also have
to consider decrease of arrival intervals from first arrival of real worm. Because a
parameter \ is an estimated value empirically, we cannot change A. Thus, we need
to change ¢ and the number of the e-mail addresses a node has of other community.
Let n is the number of links per newly added node. Because all nodes have many
e-mail addresses, it is wrong that n is lower value. Though we estimate the number
of the e-mail addresses more, we cannot obtain fitting model. On the other hands, as
there is a restriction least upper bound of the number of nodes, we cannot estimate
that n is higher value because a higher value n makes our network topology a mesh
topology. From results of many simulations, we decide that’s parameters. Assuming
that the number of the e-mail each node has is ten times the number of links connected
to the community, that » is 20 and that ¢ is 0.01, we obtain Figure 3.5. Figure 3.5
shows the result of simulation compared with observed data of Netsky.P. We can see
that by adjusting our model we can make both the simulated dynamics and the real one
to be similar. About 10 hours, arrival intervals of observed data become larger than
simulation. This is because some infected neighbors stop to attack in the observation.

3.4 Local Network Structurelnference

We can estimate a network structure around an observer from observed data.

Figure 3.6, Figure 3.7 and Figure 3.8 are results of Simulation. Each node has some
neighbors and the number of neighbors is similar.
In Figure 3.6, we can see that there are some infected neighbors in early time than
others. We can estimate that is occurred by some infected hub nodes connected to the
observer. On the other hand, we can see that the arrival intervals decrease slowly than
others. The reason why that is that the number of infected neighbors increase more
slowly than others. If there are some infected neighbors when first attack arrives, de-
crease of arrival intervals is more slowly.

Comparing Figure 3.7 with Figure 3.8, we can see that there is a difference of out-
break time in same community.

Figure 3.7 shows arrival intervals of a node of which the number of neighbors are in-
fected at short times is large. On the other hand, a case of a node of which the number
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Figure 3.5: Result of simulation compared with observed data of Netsky.P. Time 0
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Figure 3.6: Figure of arrival intervals. An infected node sends about five e-mail mes-
sages per a second, A is 5. The number of neighbors of this observation node is 20.
The mean of links the neighbors have is 1156.19. The figure set time 0 as the start of
simulation.
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of neighbors are infected increase slowly is Figure 3.8.
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Figure 3.9: Figure of the number of infected nodes. The click probability ¢ is 0.01.
After 40 hours this simulation started, outbreak is occurred.

From Figure 3.9, we can see an outbreak time approximately. We can see that the in-
fected neighbors of each observation node increase after this time from Figure 3.6, 3.7
and 3.8. Thus, we can see that a virus may also occur an outbreak in the Internet when
we observe a decrease of arrival intervals. Therefore, we have to do a countermeasure
against a virus or worm before observed arrival intervals start to decrease.

Figure 3.10 shows a relationship between the number of all infected nodes and time.
We can see that the graph is similar to logistic curve [5] and that a part when a virus
occur outbreak. Moreover, we can see that a change of the parameter ¢ makes the
outbreak time earlier or later.
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total nodes is 10000.
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Chapter 4

Mathematical M odel of Outbreak

Now we will consider a mathematical model [14] of worm dynamics on scale-free
network. We will evaluate the total number of nodes a worm infects. Two nodes are
considered to have a link when they share their email addresses. Then, we suppose that
a computer virus or a worm propagates in the network the links of e-mail addresses
generate. We assume that the number of links of each node is independently and
identically distributed. And let the number of one of any nodes’ links is K, and let the
number of other links of a node connects a link chosen arbitrarily is K .. Because the
probability that those nodes with many links are chosen is high, the probability density
of K, is as follows. (using the probability density of K):

P{Kg:k&::ﬁfégg%ﬁi (4.1)
Especially, the expectation E[K] is as follows:
MKJ::gjﬂggf?ﬁk (4.2)
=0
_ EIK?
= BE 4.3)

In a long-tailed distribution such as a power-law distribution, a relation between F[K ]
and E[K] is E[K.] > E[K]|. As a tail become more longer, E[K.] also become more
larger. In case that a worm infects a node, we propose that other nodes will be infected
with probability p when the node is connected to the first infected node. And then,
we evaluate the total number of infected nodes when the propagation occurs a set of
random nodes, and let the size of this initial set be S. This problem is called the
percolation problem, and it is a well-known problem in physics. Now, we propose that
we random choice a link in the network and assume that the propagation occurs from
the link. Let the total outbreak size in that case is S.. We assume that the network
size is enough large and there is no infection loop. Then, we can show a relationship
between S and S, as follows:

S=14 Sem, (4.4)



where M is the number of infection links which the first chosen node has. S and S,
are independently and identically distributed. On the other hand, when the number of
infection links of a node which is connected to the first chosen link is M., we obtain a
recursive equation as follows:

S=1+ Y Sem (4.5)

Now, both M and M, are integers which is greater than zero. The expectation of
Sem» E[Se] is less than infinity because the number of links a node has is finite. Then
the expectation of M and M., E[M| and E[M,] are both less than infinity because the
number of links is also not infinity. As S¢1,Se2,---,Sem be a sequence of M iid
random variables distributed as random variable S., we obtain:

E(Z X;) = E(N)E(X). (4.6)

The equation (4.6) is Wald’s equation [15]. Evaluating the expectation of the equation
(4.4) and (4.5) with using the equation (4.6), we obtain:

E[S] = 1+ E[M]E|[S], 4.7
E[S.] = 1+ (E[M]-1)E[S.]. (4.8)
It follows that:
BlS] = 1+ % (4.9)
PE[K]
1+ WE[KJ (4.10)
If we estimate
pE[K]
2 —pE[K,]’ (@10

we can obtain the outbreak size E[S]. On the other hand, from (4.10), we can see
that the outbreak size E[S] diverge when E[M,] = pE[K,] = pg{g] = 2. Thus we
need to control E[M,] to prevent the outbreak. Making E[M.] decrease, we need to
decrease the variance of M or we increase the mean of M. Since it is impossible to
increase E[M], we have to decrease the variance of M when we consider an effective

countermeasure.

16



Chapter 5

Hub Defense Strategy

We consider that an effective method with the node degree distribution against a virus
propagation. A Scale-free topology is known more commonly as a topology have a
susceptibility to attacked to some hub nodes. In addition to that, we have learned an
approach with mathematic in chapter 4. In this chapter, we simulate propagation of
a worm in follow condition. Now, we consider a community having 10000 e-mail
addresses. Let A is the number of immune hub nodes. We assume that an e-mail
address corresponds with a node in the community and that each e-mail address has
some links connecting other addresses in the community and that the degree of the
links obeys power-law with BA model. Then, the number of links per newly added
node is 20 and each node has 9 times links its own has. We assume that each infected
node sends 5 e-mails per a second to own neighbors. Figure 5.1 shows that an effect
of when we set the number of immune hub nodes changing. In early time of this, we
can see that this defense method is effective even though the number of immune hub
nodes is small.

17
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Figure 5.1: Effect of changing the number of immune hub nodes with parameter
¢=0.01. Each h is 0, 500, 1000, 3000 and 5000.

On the other hand, we simulate a case of that we make some nodes selected ran-
domly immune. Let r is the number of the immune nodes. Figure 5.2 shows compari-
son between a case of that we make some nodes selected randomly immune and some
case of that we make hub nodes immune.
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Figure 5.2: Comparison between a case of that we make some nodes selected randomly
immune and some case of that we make hub nodes immune. A parameter r is 3000.

From Figure 5.2, we can see that we should protect hub nodes if we protect the
same number of nodes.
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Chapter 6

Conclusion

We derive a way to build a model of worm spread dynamics using Scale-free Network.
From result of simulation, we found that arrival intervals also decrease slowly if the
number of infected neighbors of an observer is increase slowly, and the rate of this
decrease is depend on the link structure of the neighbors.

On the other hand, we confirm an effect of propagation of a worm by the number of
immune hub nodes. Especially in early time, we can obtain enough advantage even
though the number of immune hub nodes is small. However unfortunately, we cannot
see a great effect as time goes by. However, the e-mail network in the Internet may be
different from this paper. Therefore, we need to research how many links the e-mail
address in the Internet has or we need to consider a method estimating that.
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